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Abstract

Aim: The aim of this research is to detect the Denial of Service (DOS) attacks using two machine
learning algorithms, the Novel J48 algorithm and Random forest algorithm and compare accuracy to
evaluate efficiency of two machine learning algorithms. Materials and Methods: Considering
Multiple Novel J48 algorithms as group 1 and random forest algorithms as group 2 process was
implemented to predict DoS attacks and to get a prediction rate to compare algorithms. The
algorithm should be efficient enough to detect the exact type of DoS attack . The sample size
considered for implementing this work was N=20 for each of the groups considered. The sample size
calculation was done with spss. The pretest analysis was kept at 80%. Sample size is estimated
using G-power. Results: Based on statistical analysis, the significance value for calculating
accuracy was found to be 0.048. The Novel J48 Algorithm gives a slightly better accuracy rate with
a mean Flow_Packets_Sec percentage of 89.69% and Random forest algorithm has a mean
Flow_Packets_Sec of 75.29% with a significant value of two tailed tests is 0.048 (p<0.05) with 95%
confidence interval. Conclusion: Through this, prediction is done for detection of DoS attacks and
the Novel ]48 algorithm gives a slightly better prediction rate value than the Random forest
algorithm.
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INTRODUCTION

The aim of this research is to predict DoS attacks with machine learning algorithms using
Novel J48 algorithm compared with Random forest algorithm. The main importance of this
study is prediction of DoS attack and its type. This helps to detect DoS attacks more
efficiently and we can also detect the type of DoS attack. (D. Zhang et al. 2021) Nowadays
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data security is important in everybody's life. Confidential organizations like ISRO, DRDO,
NASA should secure their files from the hackers. (Shah and Kasbe 2021) So it is important
to detect the attacks. DoS attacks are used to slow down the service and hack the devices.
So,detection of DoS attacks is important. It is used in many companies to detect the
vulnerability of their systems. Many companies hire hackers to detect the vulnerabilities.
This research is used in cyber security to find vulnerabilities of a device.

When a DoS assault is launched against an IoT network and the network is flooded
with massive amounts of traffic(Alenezi and Reed 2013), services are unavailable, network
defences are ineffective, and the availability factor is compromised (Alenezi and Reed
2013; Tavares and Ruiz 2021). Although most IDPS use one or more detection
methodologies DoS and DDoS Attack Detection Using Deep Learning and IDS 657 classified
into two categories, signature-based or anomaly-based(Nikolskaia and Minbaleev 2020),
the existence of an Intrusion Detection and Preventing System (IDPS) has little chance of
withstanding a DoS attack (Scarfone and Mell 2007). Every year more than 30 articles
are published. This is the trending topic at present; many articles are cited under this
topic of research. Scholars are working on this to improve data security and reduce the
data breach.

Previously our team has a rich experience in working on various research projects
across multiple disciplines (Venu and Appavu 2021; Gudipaneni et al. 2020; Sivasamy,
Venugopal, and Espinoza-Gonzalez 2020; Sathish et al. 2020; Reddy et al. 2020; Sathish
and Karthick 2020; Benin et al. 2020; Nalini, Selvaraj, and Kumar 2020). Till now various
techniques are used to detect DoS attacks.(H. Zhang et al. 2017). But all the techniques
give the poor accuracy of detecting the type of DoS attacks. In existing research there
are different Vulnerabilities/ loopholes which can give false results which leads to the low
accuracy of detecting DoS attacks. (Djanie et al. 2019) These techniques gave bad
results. The aim of this research is to detect DoS attacks using different algorithms. By
comparing them we came up with the Novel ]J48 algorithm which gives accurate results.
This can predict the type of DoS attacks with good accuracy. By this we can easily handle
the attack and save the device from data breach. (Bakhtiar, Pramukantoro, and Nihri
2019)

MATERIALS AND METHODS

The research was done in a data analytic lab in Saveetha School of Engineering. This
research requires the data samples of server workflow. The data set of a server workflow
should be taken during the DoS attack on a system. This research includes two algorithms
in which group 1 is the Novel ]48 algorithm compared with group 2 of random forest
algorithm.We took 20 samples of each algorithm to get the accurate results. The data set
was taken from a device that iterated 10 times to get the desired accuracy with G power
of 80%.(anaN et al. 2018)

Random Forest Algorithm

Random forest regression is the existing algorithm in this work. Novel exploratory data
analysis is applied to analyze input data and to summarize their main characteristics. The
training dataset goes through novel exploratory data analysis to extract the main feature
for data extraction. Random forest algorithm is a tree-based algorithm that uses quality
features of multiple decision trees. Random forest is a supervised algorithm where a
training dataset is given as input and predicted values are found. The decision tree
algorithms have disadvantages like low accuracy in executing and inaccurate predictions.
These disadvantages can be solved using (Li and Wang 2022) the Random forest
algorithm. Here in this algorithm, the data is divided into tree sets, and the program is
executed in different types of ways where accuracy is found.(Li and Wang 2022). Fig. 1
gives the pseudocode for the Random Forest algorithm.

J48 Algorithm
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The 148 algorithm is one of the best machine learning algorithms to examine the data
categorically and continuously. When it is used, for instance, it occupies more memory
space and depletes the performance and accuracy in classifying medical data(Hilal et al.
2021).It is based on a top-down strategy, a recursive divide and conquer strategy. You
select which attribute to split on at the root node, and then you create a branch for each
possible attribute value, and that splits the instances into subsets, one for each branch
that extends from the root node.(anaN et al. 2018) Fig. 2 represents the pseudo code for
the 148 algorithm.

First we should get the data set of a server workflow of DoS attack and filter the
data set with the required parameters. Take the sufficient data Store in a data frame.
Exploratory analysis (Daud et al. 2018) should be done with this data frame. We should
get the accuracy and detection rate using a random forest algorithm.

For the second sample we should use the same data set of server workflow of
device attacks and filter the data set with required parameters. Take the required amount
of data and store it in a data frame. perform the exploratory analysis on the data set. get
the accuracy detection rate by using the 148 algorithm. The Pseudo code for J48 algorithm
is given in Fig. 2.

Google co lab( version 2.1 x) is used for research. open the colab and Mount the
drive. Upload the required dataset to the colab workspace. store the dataset in required
variables. write the code for the expression detection using random forest and J]48
algorithms. run the code. the output accuracy and detection rate will be displayed in the
output space. now use various samples and get the outputs. calculate the prediction rate
with SPSS.

The data set is taken from an article "DoS Detection” from the source code "
kaggle.com. We used colab software to perform the random forest and Novel 148
algorithms for the stimulation. Each algorithm has twenty samples. The detection rate is
calculated by SPSS software. The independent variables in this research are data packets
and data flow with different rates. The dependent variables are accuracy and detection
rate.The detection rate has been calculated with sample outputs.

Statistical Analysis

In this research the working Statistical tool called International Business Machines
(IBM)Statistical Package for Social Sciences (SPSS) V22.0. The accuracy values are
determined using descriptive and group statistics provided by this software. The significant
values of independent sample tests are determined. According to the comparison of Novel
J48 Algorithm and Random Forest Algorithm on all platforms, Novel J48 Algorithm looks
to outperform Random Forest Algorithm. In this dataset Packet_length and FTA_flow are
independent variables that stay constant when other parameters are changed. So, this
SPSS tool formulates the values and gives the graph and the prediction rate.

RESULTS

The accuracy of the Novel ]48 algorithm is 96.67 percent, whereas Random Forest
accuracy is 90.91 percent, according to the results obtained. The outcomes are measured
in terms of accuracy for the specified inputs. The results are obtained using the IBM SPSS
programme. Statistical significance was found between the Predictive algorithm and has
an accuracy of p = 0.048 (<0.005, 2-tailed), which is more accurate than the value,
according to the data.

In Table 2, for each sample size the Accuracy is calculated for both of the respective
algorithms and filled in the respective columns. It was observed that the increase in sample
sizes increased the accuracy of both the algorithms. At last Average Accuracy is calculated
and stored. The average Accuracy of the Novel J48 Algorithm is 96.67% and Random
Forest is 90.91%. In performing statistical analysis of 5 samples, the Novel J48 model
obtained 0.7094 standard deviation with 0.2244 standard error while Random Forest
obtained 0.8178 standard deviation with 0.2586 standard error.
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In Table 3, Independent t-tests were used to compare the accuracy of two
algorithms and a statistically significant difference was noticed. Fig. 3 shows the Statistical
significance difference was observed between the Novel J48 algorithm and has an accuracy
of 96.67%, Random Forest Algorithm 90.91%, p = 0.048 (<0.05, 2-tailed). SPSS is
applied for a dataset fixing confidence interval as 95% and level of significance as 0.05.
The mean difference and standard error difference for two algorithms is tabulated. The
accuracy of our Novel J48 algorithm in this suggested paper is 96.67 percent. Because we
use a well-balanced and limited dataset to create our Random Forest, it has a higher
accuracy than the other techniques.

DISCUSSION

This proposed paper observed that the Novel J48 algorithm has the best performance with
an accuracy rate of 96.7% when compared to the Random Forest algorithm with an
accuracy rate of 90.91%. For the Detection of DOS attacks , the performance of Novel J48
algorithm and Random Forest algorithm has been measured for the dataset taken from
GitHub and a database collected from Kaggle repository.

In this research we found that the prediction rate is more accurate when we use
“Avg_packets *, “Flow_Packets_Sec " as parameters. Moreover, the performance of the
Novel J48 algorithm is more satisfying compared to the Random forest algorithm. In the
Random forest algorithm the output graph fluctuates when the input differs, whereas the
Novel J48 algorithm gives the perfect and stable graph. (H. Zhang et al. 2017) This
demonstrates that J48 is a basic decision tree classification approach. Weka technology
was used to extract efficient results from a bank dataset. experiment.(Hermawan et al.
2021) Also visible is the Naive Bayes classifier good outcomes. The Novel ]J48 algorithm
gives the perfect prediction rate in many of the cases, except when the packet attack rate
is more than 1000 at a single attempt.(Sahu and Mehtre 2015)

Novel J48 algorithm is relatively expensive as the complexity and time taken are
more.sometimes calculation can be far more complex compared to other algorithms.The
future scope of this project is to reduce the cost and time complexity of Novel J48
algorithm. The main objective is to increase speed and reduce the complexity by changing
the pseudo code and the data algorithms.

CONCLUSION

In this study, DOS detection using two distinct algorithms, Novel 48 Algorithm and
Random Forest Algorithm. J48 algorithm performed better than the Random forest
algorithm and certain other techniques in making generalizations from the testing phase
to the validation set. The Novel 148 Algorithm showed a higher accuracy rate (96.67%)
and accomplished better at a more accurate level than that of the Random Forest algorithm
(90.91%).
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TABLES AND FIGURES
Table 1. The below table shows the 10 iterations of the Random Forest algorithm
and J48 algorithm with different iterations and their extracted accuracies.

S.NO J48 RANDOMFOREST
1 99.89 93.89
2 95.92 95.23
3 97.3 89.8
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4 90.78 92.38
5 92.89 95.89
6 93.78 90.45
7 100 92.34
8 97.9 86.39
9 98.4 87.3
10 89.8 90.49

Table 2. Independent Variable:The statistical calculations for independent

samples T test between Novel J48 Algorithm and Random Forest Algorithm. This
independent sample test consists of significance as 0.048, significance (2-tailed).

Levene’s test
for equality | t-test for Equality of Means
Accuracy | of variances
95%
Sig. Mean Std. Confidence
F | Sig. t df (2- Differenc | Error Interval of
tail- e differenc | the
ed) e Difference
Lowe | Uppe
r r
Equal 4.16 |0.04 |9.17 |38 <.00 |0.67 0.073 0.52 |0.81
variance | 5 8 8 1 3 8
s
assumed
Equal 9.17 | 34.15 | <.00 |0.67 0.073 0.52 |0.81
variance 8 8 1 2 8
S not
assumed
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Table 3. Group Statistics:Novel 148 Algorithm and Random Forest are the two machine
learning algorithms used in this statistics.Sample size N = 20. Mean for Novel J48
Algorithm is 96.725 and Random Forest is 90.025. Std. Deviation for Novel J48
Algorithm is 2.6681 and Random Forest is 1.8815. Std Error Mean for J48 is 0.5966 and

Random Forest is 0.4207.

Algorithm N Mean Std. Std. Error
Deviation Mean
Accuracy 148 20 96.725 2.6681 0.5966
Random 20 90.025 1.8815 0.4207
Forest

Algorithm 1 Random Forest

Precondition: A training set S := (X, v1)s. .., (X, 0),
of trees in forest B.
1 function RANDOMFOREST(S . F)

2 H+0

3 foriel,....Bdo

4 $ « A bootstrap sample from §

5 h; & RANDOMIZEDTREELEARN(S ", F)
6 H « HU (k)

7 end for

8 return H

9 end function

10 function RANDOMIZEDTREELEARN(S. F)
11 At each node:

12 f & very small subset of F

13 Split on best feature in f

14 return The learned tree
15 end function

features F. and number

Fig. 1. Pseudo Code for Random Forest Algorithm
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Fig. 3. Bar Graph showing Comparison on mean accuracy of J48 (96.7%) and RFA
(90.1%). X-axis: 148, RFA, Y-axis: Mean Accuracy with +1 SD.

Algorithm of J48 (D)
Input: a dataset D
begin
Tree={}
If (D is “pure”) | |{ other stopping criteria met)then terminate;
For all attributeaa € D Ddo
Compute criteria of impurity function if we split on g;
Qpes:= Best attribute according to above computed criteria
Tree = Create a decision node that tests ay,; in the root
D ,= Induced sub-datasets from D based on ap;
ForallD , do
begin
Tree ,=J48(D ,)
Attach Tree , tothe corresponding branch of Tree
end
return Tree
end

Fig. 2. Pseudo Code for J48 Algorithm(Yasin et al. 2014)
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