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Abstract

Aim: The objective of the work is to develop 2D Image Encryption using Novel Baker chaotic
encryption method for reducing the correlation and it is compared with Ikeda chaotic encryption
method. Materials and Methods: Comparative analysis of Correlation is performed by Novel Baker
Map where number of samples (N = 10) and Ikeda map where number of samples (N = 10)
techniques with pre-test power of 80% using MATLAB software. Results: The correlation coefficient
of Novel baker chaotic map is 0.00019 in vertical, 0.00196 in horizontal, 0.00115 in diagonal
directions and whereas the correlation coefficient of ikeda chaotic map is 0.00126 in vertical, -
0.00062 in horizontal, -0.00093 in diagonal. There is a significant difference in the results obtained
for correlation and were considered to be error-free since it has the significance value p = 0.048 ( p
< 0.05) in SPSS statistical analysis. Conclusion: The Novel Baker Chaotic map was found not to be
significantly better in reducing correlation in 2D image encryption when compared to Ikeda chaotic
map.

Keywords
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INTRODUCTION

The fundamental concept of chaotic encryption is primarily based on the few dynamic
structures to supply a series of numbers which can be random in nature. This series of
numbers is used to encrypt images or messages. For decryption, the series of random
numbers is exceedingly dependent on the preliminary situation used for producing this
series (Zhou et al. 2021). Correlation is a numerical measure of how closely two random
variables vary in a response to one another. A positive correlation indicates that as one
variable rises, the other tends to decrease as well. A negative correlation suggests that as
one variable rises the other also increases as well. There is no predictable link between
the variables if there is no correlation(Benlashram et al. 2020). Image encryption is
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important inorder to provide users with such protection and privacy. Image encryption is
critical to fight against unauthorized user access. Chaotic maps provide some confusion or
disorder of pixels through random shuffling. (National Academies of Sciences, Engineering,
and Medicine et al. 2018). The chaotic image encryption has a wide range of applications
(Liu et al. 2018) in internet communication, medical imaging and military applications.

Recently a lot of research has been done on chaotic maps based in 2D image encryption
using the baker chaotic map and ikeda chaotic map. IEEE Xplore published 47 research
papers, and google scholar found 63 articles. In (Ozturk and Kilic 2019) implemented new
methods on digital platforms such as integer domain chaotic systems(IDCS) realized in all
dimensions. LSB- extension also proposed. In (Musanna and Kumar 2020) constructed a
secure quantum image algorithm using the selected intra bit-XOR-ing and XOR-ing with
the pseudorandom sequence. In (Luo et al. 2019) a novel image encryption algorithm
based on the double chaotic systems was proposed. This improved map has been proven
to be random and unpredictable by the complexity analysis. It is showing comparatively
better results. In (Ray et al. 2019) found that the probability density function of massive
spiking events has a long tail distribution, which is consistent with unusual event features.
In (Tayel, Dawood, and Shawky 2018) implemented an efficient S-box. Because
implementing an efficient S-box becomes a new challenge . An S-box is generated using
Fisher-Yates shuffle to enforce nonlinearity in a block cipher. In (Stoyanov 2021) aim is to
achieve a novel pseudo random number output algorithm. A new ikeda attractor based
pseudorandom byte output scheme was proposed.

Previously our team has a rich experience in working on various research projects across
multiple disciplines (Venu and Appavu 2021; Gudipaneni et al. 2020; Sivasamy,
Venugopal, and Espinoza-Gonzalez 2020; Sathish et al. 2020; Reddy et al. 2020; Sathish
and Karthick 2020; Benin et al. 2020; Nalini, Selvaraj, and Kumar 2020).The main
drawback of the existing methods is that the correlation coefficient is high because of
improper shuffling or confusion of pixels and also diffusion of pixels is poor. The main aim
of this research work is to propose an efficient technique for the reduction of correlation
coefficient in vertical, horizontal and diagonal directions using Baker chaotic map in
comparison with ikeda chaotic map.

MATERIALS AND METHODS

This study was conducted in the Digital image processing laboratory, Department of
Electronics and Communication Engineering in Saveetha School of Engineering, SIMATS,
Tamilnadu, and India. The customized data set contains 20 sample images, each image is
resized into a standard size of 512x512. The sample size was calculated by using previous
study results and it is found to be 10 for each group. To simulate this software we require
a system of size (CPU 8th gen, i5,8GB RAM, 1TB HDD), and MATLAB software with the
required library functions and tool functions. The calculation is performed utilizing G-power
at 80% threshold at 0.86% confidence interval at 70%.

Baker chaotic map is one type of chaotic map which exhibits some type of chaotic behavior
where confusion and diffusion of pixels takes place. The Baker map diffuses the image in
an unpredictable fashion in these schemes, going horizontally to the end of the block and
then to the row above the current row. The baker function is given below as eq(1) and
eq(2), where a and b denote the system parameters considered a = 1.4 and b = 0.3 and
xn and yn denote as state variables (Saravanan and Sivabalakrishnan 2020). Since the
system is chaotic two chaotic sequences xn and yn can be generated. The baker function
is used to generate two random arrays of key values. Now these key values are used to
encrypt the image.

X(n+1) = 1'aXn2+Yn (1)
Y(n+1) = an (2)

Ikeda chaotic map is also another chaotic map which makes the random shuffling and
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diffusion of pixels in the image. The ikeda chaotic function is given below as eq(3), eq(4)
and the time function as eq(5), where u denotes the system parameters and x» and yn as
static variables (Ray et al. 2019). tn also denotes a static variable. Where y>0.6 or py =
0.6 this function also generates two chaotic sequences.

Xn+1 = 1 + p(XncoStn — ynsintn) (3)
Yn+1 = M(XnSintn — yncostn) (4)
th = 04 -6 /(1+X2n+y2n ) (5)

Each and every pixel of an image is in decimal form. So first each pixel is converted into
binary form in order to perform xor operation. Now a function is written to generate two
keys which are in a range of 256 and 512. The key within range 256 will be xored with the
image pixel and the other key which is in the range of 512 is used to shuffle the row or
column sequence of the other key. This makes the encrypted image pixels shuffled inorder
to achieve a lesser correlation coefficient through random shuffling. Diffusion plays a vital
role in reducing the correlation coefficient of the images. Now the encrypted image is
stored in a new variable. Again the encrypted image binary value is converted into the
decimal to form a sequence of pixels which are combined to form a digital image. The
diffusion makes the pixels scatter from the original position and proper random shuffling
is also required to reduce the correlation coefficient. Now the encrypted image is used to
find the correlation coefficient using the correlation algorithms.

The tool used to execute the process was MATLAB software version 21a (Michael Fitzpatrick
and Lédeczi 2015). The pixels are confused using the random process of getting the key
from a sequence of values. This process provides a set of pixels which are not related to
each other. This makes the encrypted image to achieve very low correlation coefficients.

Statistical Analysis

SPSS version 21 was used for statistical analysis of collected data for parameters vertical
correlation coefficient, horizontal correlation coefficient and diagonal correlation coefficient
(McCormick and Salcedo 2017). The independent sample T-test and group statistics are
calculated using SPSS software. Correlation is a dependent variable and size of the image
is an independent variable.

RESULTS

Figure 1 shows the original, encrypted and decrypted images. Fig 1(a), (d), (g) are the
original images Whereas fig 1(b),(e),(g) shows the encrypted images using the baker
chaotic map. Fig (c), (f), (g) are the decrypted images of encrypted images.

Figure 2 shows the original, encrypted and decrypted images. Fig 2(a), (d), (g) are the
original images Whereas fig2 (b),(e),(g) shows the encrypted images using the ikeda
chaotic map. Fig2 (c), (f), (g) are the decrypted images of encrypted images.

Figure 3 shows the correlation analysis of the cameraman image using the baker chaotic
map fig 3(a),(c),(e) shows the original image correlation in vertical, horizontal, and
diagonal whereas fig 3(b), (d), (f) shows the encrypted image correlation in vertical,
horizontal and diagonal direction

Figure 4 shows the correlation analysis of the cameraman image using the ikeda chaotic
map fig 4(a),(c),(e) shows the original image correlation in vertical, horizontal, and
diagonal direction whereas 4(b),(d),(f) shows the encrypted image correlation in vertical,
horizontal and diagonal direction

Figure 5 shows the graph created with spss that compares the mean of horizontal
correlation coefficient of baker chaotic map and ikeda chaotic map. It represents the Ikeda
chaotic map having lesser value in terms of correlation coefficient comparison with the
Baker chaotic map. The variable results with a correlation of -0.00062 for ikeda chaotic
map whereas results of baker chaotic map correlation is 0.00196.
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Table 1 shows the values of correlation coefficient of original images and the encrypted
images using baker chaotic map in vertical, horizontal and diagonal directions.

Table 2 shows the values of correlation coefficient of original and encrypted images using
the ikeda chaotic map in vertical, horizontal and diagonal directions.

Table 3 shows the statistical analysis, mean, standard deviation and standard error rate
for novel baker chaotic map encryption method and the ikeda chaotic encryption method
were obtained. There is a statistical significance difference between correlation coefficients
of two methods. The baker chaotic map obtained a maximum standard deviation of 0.0013
and minimum standard error of 0.00041 while the ikeda encryption method obtained a
maximum standard deviation of 0.00432 and minimum standard error of 0.00045. The
mean correlation using the ikeda chaotic map is -0.00093 which is better than the baker
chaotic map is 0.00098 and the standard deviation of the ikeda chaotic map is 0.00432
was slightly higher than the baker chaotic map 0.00131.

Table 4 displays the statistical calculations for independent samples tested between Baker
chaotic map and ikeda chaotic map. The significance for correlation coefficient is 0.049.
Independent samples T-test is applied for comparison of Baker chaotic map and ikeda
chaotic map with the confidence interval as 95% and level of significance as 0.6959. The
independent sample test consists of significance as 0.000, significance (2-tailed), mean
difference, standard error difference, lower and upper interval difference.

DISCUSSION

Two different methods were employed to reduce the correlation of the pixels in the
encrypted image. The lkeda chaotic map encryption performs significantly better in
reducing the correlation 0.00126 in vertical, -0.00062 in horizontal and -0.00093 in
diagonal direction. when compared to the novel baker chaotic map encryption with the
correlation 0.00019 in vertical, 0.00196 in horizontal and 0.00115 in diagonal direction.
The results obtained have the significance value p = 0.048 ( p < 0.05 ) in SPSS statistical
analysis.

By comparing with the previous research (Luo et al. 2019) proposed encryption based on
the baker and logistic map was described and the baker map shows significantly better
results with correlation of -0.00030 in horizontal. Random shuffling was proper and the
achieved best correlation coefficient. The results obtained in the research shows that an
ikeda map shows a minimum correlation coefficient of -0.00004 horizontally. So the results
were obtained in favor of the ikeda map. (Musanna and Kumar 2020) described a 3D baker
chaotic map and the results obtained with the minimum correlation of —0.0050 horizontally
hence the results shows that ikeda map is better when compared to baker map. By using
the RGB image encryption (Jain and Sharma 2016) with Baker chaotic map by shuffling
and masking technique obtained a minimum correlation of 0.0001 red component here
the results are in favor of baker chaotic map due to the RGB image encryption. In (Tayel,
Dawood, and Shawky 2018) the ikeda based image encryption was described and the
minimum correlation coefficient obtained was 0.021 in horizontal whereas in this research
the results obtained were similar with the finding hence the study is in favor of our
research. There is only one opposite finding found regarding this research and remaining
are in favor of this research.

The limitation of the novel baker chaotic method of encryption was that it takes more time
for random shuffling and confusion and it is not suitable for the images which have uniform
distribution of pixels. The future work is to produce an efficient encryption method that
can produce a minimum correlation in a lesser encryption time period.
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CONCLUSION

Two different methods to determine correlation coefficient were evaluated using
performance parameters such as horizontal, vertical and diagonal correlation coefficients.
The Novel Baker Chaotic map achieved the correlation of about 20% and the Ikeda map
achieved the correlation of about 10%. It is found that the Novel Baker chaotic map is not
found to be significantly better compared to Ikeda chaotic map.
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Table 1. Comparison of correlation coefficients of original images and the novel baker
chaotic map encrypted images.
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images Vertical | Horizontal | Diagonal | Vertical | Horizontal | Diagonal
cameraman | 0.9334 | 0.9723 0.9647 -1.27E-07 | 0.00221 -0.00144
coins 0.9872 | 0.9654 0.9576 -0.00036 | 0.00132 0.00038
fabric 0.9845 |[0.9934 0.9845 0.002585 | 0.00196 0.00210
football 0.9345 |[0.9746 0.9933 -0.00055 | 0.00304 0.00214
forest 0.9849 |[0.9847 0.9847 -0.00063 | 0.00152 -0.00026
lenna 0.9843 [ 0.9473 0.9476 0.00014 | 0.00162 0.002451
mandril 0.9873 [ 0.9883 0.9877 0.00029 |0.00192 -0.00002
pears 0.9766 | 0.9643 0.9465 -0.00057 | 0.00139 0.00244
rice 0.9822 [ 0.9887 0.9753 0.00103 | 0.00204 0.00110

Table 2. Comparison of Correlation coefficient of an original image and ikeda chaotic map
encrypted images.

_Standard Standard image Encrypted image
images

Vertical | Horizontal | Diagonal | Vertical | Horizontal | Diagonal
cameraman | 0.9334 0.9723 0.9647 0.00199 |-0.00052 -0.00018
coins 0.9872 0.9654 0.9576 0.00483 | -0.00397 -0.01198
fabric 0.9845 0.9934 0.9845 -0.00041 | 0.00022 -0.00183
football 0.9345 0.9746 0.9933 0.00062 |-0.00125 0.00431
forest 0.9849 0.9847 0.9847 0.00131 | 0.00023 0.00091
lenna 0.9843 0.9473 0.9476 0.00150 | 0.00085 -0.00200
mandril 0.9873 0.9883 0.9877 0.00028 | 0.00040 -0.00065
pears 0.9766 0.9643 0.9465 0.00035 | 0.000380 0.00081
rice 0.9822 0.9887 0.9753 0.00086 | -0.00069 0.00218
cameraman | 0.9334 0.9723 0.9647 0.00132 |-0.00185 -0.00090
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Table 3. Group statistics of image encryption can be done for analysis of vertical,
horizontal, diagonal comparison between the novel Baker chaotic map encryption and
the Ikeda chaotic map encryption.

Groups N Mean Std.Deviation | Std.Error
Mean

Vertical Baker 10 0.00199 0.00098 0.00030
Correlation
coefficient

Ikeda 10 0.00126 0.00143 0.00045

Horizontal Baker 10 0.00196 0.00054 0.00017
Correlation
coefficient

Ikeda 10 -0.00062 0.00144 0.00045

Diagonal Baker 10 0.00115 0.00131 0.00041
Correlation
fficient

coefnicien Ikeda 10 -0.00093 | 0.00432 0.00136

Table 4. The independent samples test between novel baker chaotic map and ikeda map
was done using statistical technique. The correlation coefficient has a significance of
0.048. The baker chaotic map and ikeda chaotic map are compared using an
independent sample T-test with a confidence interval of 95 percent and a level of
significance of 0.69595. The significance level is 0.000, the significance level is two-
tailed, the mean difference, the standard error difference, and the lower and upper
interval difference are all included in this independent sample test.

Leven’s | T-test for Equality of Means
Group Test for
Equality
of
Varianc
e
F Sig |t df sig( | Mean Std. 95%
2- Differe | Error Confid | 95%
tail | nce Differe | ence Confid
ed) nce Interv | ence
al Interv
(Lower | al
)
(Upper
)
Equal |4.4 |0.0 | 5.2 |18 0.00 | 0.0025 | 0.0004 | 0.0015 | 0.0036
varia |91 (48 (84 0 8 8 5 1
Correla | nce
tion assu
med
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Equal 5.2 {11.4 (0.00 [ 0.0025 | 0.0004 | 0.0015 | 0.0036
varia 84 |67 0 8 8 1 5

nce
not
assu
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(9) (h) (i)

Fig. 1. Novel Baker chaotic map encryption technique (a) sample image cameraman of
size (512x512) (b) encrypted cameraman using baker chaotic map (c) decrypted
cameraman image (d ) sample image mandril of size (512x512) (e) encrypted mandril
using baker chaotic map (f) decrypted mandril image (g) sample image lenna of size
(512x512) (h) encrypted lenna using baker chaotic map (i) decrypted lenna image.
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(9)

Fig. 2. Ikeda chaotic map encryption technique (a) sample image cameraman of size
(512x512) (b) encrypted cameraman using ikeda chaotic map (c) decrypted cameraman
image (d) sample image mandril of size (512x512) (e) encrypted mandril using ikeda
chaotic map (f) decrypted mandril image (g)sample image lenna of size (512x512) (h)
encrypted lenna using ikeda chaotic map (i) decrypted lenna image.
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Fig. 3. Correlation analysis of Novel Baker chaotic method of cameraman standard image
(a) vertical correlation of original image (b) vertical correlation of encrypted image (c)
horizontal correlation of original image (d) horizontal correlation of encrypted image (e)
diagonal Correlation of original image (f) diagonal correlation of encrypted image.
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Fig. 4. Correlation analysis of Ikeda chaotic method of cameraman standard image (a)
vertical correlation of original image (b)vertical correlation of encrypted image
(c)horizontal correlation of original image (d) horizontal correlation of encrypted image
(e)diagonal Correlation of original image (f) diagonal correlation of encrypted image.
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Fig. 5. Simple Bar mean of Correlation. X-Axis: Baker chaotic encryption vs Ikeda chaotic
encryption. Y-Axis: Correlation. The graph compares groups on the x-axis and y-axis
using the mean of baker and ikeda with +/- 1 standard deviation (SD). The Ikeda

chaotic encryption provides better correlation -0.00062 when compared to Baker chaotic
encryption correlation is 0.00196.
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